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How to compromise compiler?
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Nix Bootstrapping
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stdenv.mkDerivation {
  pname = "git";
  version = "2.45.2";
  src = fetchurl {
    url ="git-scm.com";
    sha256 ="abcdef";
  };
};

2) binaries are built from 
source and strip from seed 

runs on them

[2]https://github.com/NixOS/nixpkgs/blob/fef940
3a3e4d31b0a23f0bacebbec52c248fbb51/pkgs/st
denv/linux/bootstrap-files/x86_64-unknown-linux-
gnu.nix

3) gcc is build from source 
using the rebuilt utilities

4) final packages and 
stdenv is built; no requisite 

on seed
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But can we only do 
Trusting Trust 
attack with 
compilers?
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Attack
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The attacker replaces one executable in the distribution's binary bootstrap seed.
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Three ELF transformations

The injector never rewrites existing code or data. Execution now begins in the payload, which returns 
to the host's original entry point.
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APPEND REPURPOSE REDIRECT

ELF header

program headers

.text

.data

section table

payload

new section table

e_entry
0x401050 → payload

e_shoff
0x3400 → section table

NOTE offset virtaddr physaddr 
filesz memsiz flags align

LOAD offset virtaddr physaddr 
filesz memsiz flags align
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Why strip?

C1 — Must be part 
of bootstrap seed

strip, patchelf, tar, xz, 
make, awk, cp, install
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C2 — Writes a 
finished binary

strip, patchelf, cp, install

Aman Sharma | amansha@kth.se

C3 — Writes its 
own successor

strip, patchelf
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Evaluation
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Evaluation

of 3,799 user-invokable binaries in the trojaned graphical installer print the infection 
marker. The one exception is firefox 147.0.3, whose recipe passes --disable-strip and 
opts out of the phase entirely.
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3,790
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Nothing fails to build

The complete graphical ISO builds 
under the trojaned seed. Its runtime 
closure holds 3,790 (+ firefox + 8) 
executables and is 6.16 GB on disk.
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Nothing fails its tests

The NixOS functional tests drive a full 
GNOME session and a from-scratch 
install. Every binary in that VM, 
gnome-shell and nautilus included, 
came from the trojaned strip. No test 
fails.

Buildability and runtime behavior
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Replication Package: https://github.com/chains-project/trusting-trust-attack-strip

https://github.com/chains-project/trusting-trust-attack-strip


Language independence
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ECOSYSTEM EXAMPLE BINARY SIZE INFECTED

C / C++ git 56,313 KB yes

Python pydoc3.13 110 KB yes

Rust rsvg-convert 8,065 KB yes

Go captree 1,964 KB yes

Lua lua 328 KB yes

Aman Sharma | amansha@kth.se06-10-2026



13Aman Sharma | amansha@kth.se06-10-2026

[3]https://news.ycombinator.com/item?id=49575515

https://news.ycombinator.com/item?id=49575515


Takeaway
1. The trusting-trust pattern extends beyond compilers.

2. The compromise propagates end to end through one NixOS 
bootstrap and persists in the final standard environment infecting 
3,790 of 3,799 installer binaries.
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Thank you
Aman Sharma
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