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Build twice and 
compare
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Build and compare 
with package registry

How to check for reproducible builds?
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Why is it important?

1. Ensuring Integrity: Reproducible builds ensure that the executable corresponds to the 
source code (assuming source code can be audited) and hence is not tampered with. [11]

2. Faster builds: Dependent sources do not need to be rebuilt and dependent tasks do not 
need to be rerun if a rebuild of a package does not yield different results. [12]
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Why aren’t 
builds 
reproducible?
Short answer: Timestamps, signature 
embedded
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Our first goal
To build a taxonomy of reasons why unreproducible 
builds occur in Java and propose a fix for them
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Dataset

We build our dataset on top of Reproducible 
Central - it is an infrastructure to verify whether 
Maven projects are reproducible.

Snapshot Reproducible Central on 8th October, 
2024 (d280bf1) and we got 8,292 Maven 
releases which gives us around 12K pairs of 
artifacts.
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groupId=io.github.chains-project
artifactId=maven-lockfile
version=5.10.0
gitRepo=https://github.com/chains-
project/maven-lockfile.git
gitTag=${artifactId}-${version}
tool=mvn
jdk=17
newline=lf
command="mvn clean package 
-DskipDepClean -DskipTests 
-Dmaven.javadoc.skip -Dgpg.skip"
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Example: Build Manifest
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// org.apache.camel:came-ahc-ws:3.13.0
// Built-By: name of user that built the 
artifact
-Built-By: root
+Built-By: aman

// org.apache.any23:apache-any23-csvutils:
2.7
-Specification-Title: Apache Any23 :: CSV Utilities
-Specification-Version: 2.7
-Specification-Vendor: The Apache Software Foundation
-Implementation-Title: Apache Any23 :: CSV Utilities
-Implementation-Version: 2.7
-Implementation-Vendor: The Apache Software Foundation
... some more attributes

Mitigation: Fix build 
process or canonicalize
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Build Manifest mitigation
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// reference
-Built-By: root
// rebuild
+Built-By: aman

-Built-By: root
+Built-By: foo

-Built-By: aman
+Built-By: foo

-Built-By: root

-Built-By: aman

Diff between original
reference and rebuild

artifacts

Diff between canonicalized artifact Now 
Identical!

or

or
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JVM bytecode
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Mitigation: Hard to find JDK in such 
cases. It is better to consider two 
implementations equivalent 
(canonicalize).
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https://github.com/google/gu
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First Goal: Causes of Unreproducibility
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First Goal: Causes of Unreproducibility
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Takeaway: 6 main reasons of 
unreproducibility in Java



Our second goal
Analyze effectiveness of canonicalization in 
mitigating unreproducible builds
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What is this term “canonicalization”? 

Inspired by canonical URL. To choose the preferred, representative URL for a web page, 
helping search engines understand which version of a page should be indexed [20].

In our context, we create a preferred representation of the artifact which abstracts away 
non-deterministic differences.

1. Removing parts of artifacts
2. Setting fixed values
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Artifact 
Canonicalization
It means that the entire artifact is 
transformed by removing 
non-deterministic and spurious changes, 
especially in metadata.

Eg. ordering of files in archive is made 
consistent

Tool used: OSS-Rebuild [21]
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Bytecode 
Canonicalization
It is a process of transforming the 
bytecode of a program into a 
representation that is independent of 
specific implementation details inserted 
by the compiler.

Eg. implementation of string 
concatenation pre and post Java 9

Tool used: jNorm [22]

[22] https://github.com/google/oss-rebuild
[23] S. Schott, S. E. Ponta, W. Fischer, J. Klauke, and E. Bodden, ‘Java Bytecode Normalization for Code Similarity Analysis’
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Second Goal: Effectiveness of Canonicalization 

12,803 = artifacts out of which 936 have bytecode.

Reasons of failure:

It is hard to know what is equivalent and what to remove
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Successful 
canonicalization

Failure in 
canonicalization

Error in 
canonicalization

# Artifact 1,205 (9.41%) 11,598 (90.59%) 0 (0%)

# Bytecode 275 (29.4%) 508 (54.3%) 153 (16.3%)
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Takeaway: Only a few 
percentage of artifacts are 

actually reproducible.



Third goal
Integrate improvements in state of the art tool OSS 
Rebuild
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Rebuilder infrastructure for applying reproducible builds at scale.
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What is OSS Rebuild?
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FROM  ubuntu-base
CLONE repo
BUILD repo
COPY  artifact
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Third Goal: Effectiveness after Improvments 
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Successful 
canonicalization

Failure in 
canonicalization

Error in 
canonicalization

# Before 1,205 (9.41%) 11,598 (90.59%) 0 (0%)

# After 3,405 (26.60%) 9,398 (73.40%) 0 (0%)

Aman Sharma | amansha@kth.se

Takeaway: Improved the 
state of the art of 
canonicalization.
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Future Work

1. Correctness of 
canonicalization.

2. Distributed architecture for 
rebuild attestations.

3. Asking LLMs to make builds 
reproducible.
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1. A comprehensive taxonomy of 
unreproducible builds in Java and their 
mitigation.

2. Artifact and bytecode canonicalization 
in conjunction can be used to mitigate 
unreproducibility.

Paper: 

Causes and Canonicalization of 
Unreproducible Builds in Java

Published in IEEE Transactions on Software 
Engineering
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